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PWO China Privacy Note 

Introduction 

We attach great importance to the protection of your personal information and compliance 

with applicable laws and regulations. The following information provides you with an 

overview of how we process your personal information and your rights under China's 

Personal Information Protection Law ("PIPL"). 

1. Personal Information Processor under PIPL 

Responsible for the processing of your personal information is the: 

 

PWO High-Tech Metal Components (Suzhou) Co., Ltd. 

No. 33, Tian'e Dang Road, Yuexi Sub-district, 

Wuzhong Economic Development Zone, Suzhou 

2. Contact details of the Data Protection Officer  

You may contact our Data Protection Officer (DPO) as follows: 

 

PWO China DPO: Hanke Chen 

dataprotect@pwo-china.cn 

3. Purposes and legal basis for processing 

1. General 

 

Consent [Art. 13 (1) PIPL]: 

If you explicitly consent to our processing of your personal information for specific 

purposes, the processing will be lawful based on your consent.  

2. Customers 

Performance of a contract or implementation of pre-contractual measures [Art. 13 (2) 

PIPL]: 

 

We process your personal information where necessary for the conclusion or performance 

of contracts to which you are a party, or in order to implement measures at your request 

prior to entering into a contract. The specific purposes and scope of processing depend 

on the nature of the contractual relationship and the terms agreed upon between you and 

us. 
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3. Suppliers 

Performance of a contract or implementation of pre-contractual measures [Art. 13 (2) 

PIPL]: 

 

We process your personal information where necessary for performing contracts with you 

or for implementing pre-contractual measures at your request. The specific purposes and 

scope of processing are based on the relevant contractual documents and subject matter, 

hereinafter referred to as the supplier contract. 

4. Visitors 

Performance of a contract or implementation of pre-contractual measures [Art. 13 (2) 

PIPL]: 

 

We process your personal information when it is necessary to perform a contract to which 

you are a party or to take steps at your request prior to entering into a contract. This may 

include agreements related to on-site customer activities, supplier visits, or other facility-

access arrangements. 

 

Fulfilment of statutory duties and obligations [Art. 13 (3) PIPL]: 

 

We process personal information when required to meet legal obligations, such as 

workplace safety regulations, accident-reporting requirements, or aviation cargo security 

rules. 

 

Establishment, performance or termination of an employment relationship [Art. 13 (2) 

PIPL]: 

 

Where a visit forms part of recruitment, onboarding, or other employment-related 

procedures, we process your personal information as necessary to establish, perform, or 

terminate an employment relationship in accordance with Chinese labour laws and 

internal policies. 

5. Interested Parties 

Performance of a contract or implementation of pre-contractual measures [Art. 13 (2) 

PIPL]: 

 

We process your personal information where it is necessary to enter into or perform 

contracts at your request. This may relate to preliminary discussions or agreements in 

connection with external corporate projects, potential customer arrangements, or 

prospective supplier engagements. 
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6. Insurance 

Performance of a contract or implementation of pre-contractual measures [Art. 13 (2) 

PIPL]: 

 

We process personal information as required to establish, perform, or terminate 

insurance-related agreements, including employment contracts that provide insurance 

benefits and standalone insurance policies. 

 

Fulfilment of statutory duties and obligations [Art. 13 (3) PIPL]: 

 

We process personal information when required to meet legal obligations, such as  the 

obligations arising under the Labor Law or other statutory insurance requirements.  

4. Legitimate interests  

Where we have an independent legal basis under Art. 13 PIPL, if necessary, we may 

further process your data to protect the legitimate interests of us or third parties. Our 

legitimate interests are in particular: 

1. Customers 

− to improve business relationships 

− assertion of legal claims and defence in legal disputes 

2. Suppliers 

−  to improve business relationships 

−  assertion of legal claims and defence in legal disputes 

3. Visitors 

−  safeguarding the householder's rights   

−  ensuring security at our facilities through appropriate measures (e.g. video  

− surveillance, visitor registration, security instructions)  

−  protection against vandalism   

−  assertion of legal claims   

−  defence in legal disputes  

4. Interested Parties 

− processing for marketing purposes   

5. Insurance 

−  interest of third parties (e.g., claims settlement)   

−  interest of PWO and its subsidiaries (e.g., compliance with internal regulations, 

employee insurance) 
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5. We process sensitive personal information in insurance only if 

the following condition is met 

Separate Consent [Art. 28 PIPL]: 

 

If you explicitly separate consent to our processing of your sensitive personal information 

for specific purposes, the processing will be lawful based on your separate consent.  

 

Fulfilment of statutory duties and obligations [Art. 13 (3) PIPL]: 

 

We process sensitive personal information when required to meet legal obligations, such 

as the Labor Law, the Civil Code. 

 

“Sensitive personal information” refers to personal information that, if disclosed or 

misused, could easily infringe upon an individual’s personal dignity or endanger their 

personal or property safety. It includes biometric identifiers, religious beliefs, specific 

identity information, medical and health data, financial account information, location and 

tracking data, and the personal information of minors under fourteen years of age.  

6. Recipients of personal information 

6.1. Within the PWO-Group 

Access to your personal information is restricted to personnel who need it to perform their 

duties, following the principles of “least privilege” and “need-to-know”. Group entities that 

receive such data must abide by the internal data-protection policies and procedures. 

6.2. Outside the PWO Group: 

We share personal information with third parties only when at least one legal basis in 

Article 13 PIPL applies. If a third party acts as an entrusted processor, we will conclude 

an entrustment agreement and supervise its processing in accordance with Article 21 PIPL. 

If a third party is an independent processor, we will obtain your separate consent and 

disclose the information required by Article 23 PIPL. Typical recipient categories are: 

 

1. Customers 

−  payment and settlement service providers 

−  logistics partners and warehousing providers 

−  customer relationship management system vendors 

−  commercial credit insurers and credit agencies 

−  experts 

2. Suppliers 

−  communication service providers 
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−  credit agencies 

−  experts 

3. Visitors 

−  plant security service provider 

4. Interested Parties 

−  service provider for the administration of contact data  

5. Insurance 

−  personnel Department  

−  underwriters  

−  insurance broker  

−  law firms  

7. Cross-border data transfer 

We will transfer your personal information outside Mainland China only where such 

transfer is necessary, required by law, or carried out with your separate consent. Where 

we engage overseas PWO affiliates or carefully vetted service providers, the transfer will 

proceed only after a lawful mechanism permitted by Article 38 of the PIPL is in place. 

 

We conduct a regular Personal Information Protection Impact Assessment (PIPIA) and 

implement contractual, organisational and technical safeguards to ensure the overseas 

recipient affords a level of protection essentially equivalent to that required under Chinese 

law. 

8. Storage period  

We process and store your personal information for as long as it is necessary to fulfil the 

purpose. If the data is no longer required, your data will be deleted regularly, unless this 

is contrary to statutory storage obligations. Beyond that: 

 

1. Customers 

 

Your data will be stored for the duration of the contractual relationship and beyond for at 

least 1 year, unless this deletion is contrary to statutory storage obligations.  

 

2. Suppliers 

Your data will be stored for a period of at least 10 years, unless this deletion is contrary 

to statutory storage obligations.  

 

3. Visitors 
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Your data will be stored for a period of 3 years from the time of your visit, unless this 

deletion is contrary to legal storage obligations. In addition, your image and film data will 

be deleted after the expiry of 10 days at the latest, unless your data is required due to a 

concrete incident to preserve evidence.  

 

4. Interested Parties 

 

If the data is no longer required or if you object to data processing, your data will be 

deleted regularly after 6 months, unless this deletion is contrary to statutory storage 

obligations.  

 

5. Insurance 

 

If the data is no longer required, your data will be deleted regularly, unless this deletion 

is contrary to statutory storage obligations. 

9. Rights of the data subject  

 

With respect to the processing of your personal information, you are entitled to the 

following rights under Articles 44 to 50 of the PIPL: 

 

1. You may request confirmation of whether we process your personal information and, 

if so, obtain relevant details about such processing. You may also decide to restrict or 

refuse processing where permitted by law. Please note this right may be restricted in 

specific circumstances as prescribed by applicable regulations. 

 

2. You may request access to your personal information and obtain copies of such 

information. We will provide the requested information promptly unless statutory 

exceptions apply. 

 

3. If you discover that your personal information is inaccurate or incomplete, you may 

request that we correct or complete it. Upon verification, we will update the information 

without undue delay. 

 

4. You may request deletion of your personal information when the purpose of processing 

has been achieved or is no longer necessary, you have withdrawn consent, the processing 

is unlawful, or other circumstances stipulated by law arise. We will delete the information 

promptly upon verification, except where continued retention is required by applicable 

law. 

 

5. You may request that we transfer your personal information to another qualified 

personal-information processor designated by you. Where statutory conditions are met, 

we will provide means to facilitate such transfer. 
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6. You may request explanations regarding our personal-information processing rules and 

practices, and we will respond within a reasonable period. 

10. Right of withdrawal in case of consent  

You have the right to revoke your consent at any time. The revocation only takes effect 

for the future; this means that the revocation does not affect the legality of the processing 

carried out on the basis of the consent up to the revocation.  

11. Complaint or dispute resolution 

If you believe that our processing of your personal information violates applicable laws or 

regulations, please contact us using the details provided in this policy, and we will 

promptly address your concerns. If you are not satisfied with our response or the outcome, 

you may lodge a complaint with the competent authorities responsible for personal 

information protection in China (such as the Cyberspace Administration), or file a lawsuit 

before a People’s Court in accordance with the law. 

12. Data Sources 

1. Customers 

 

2. We generally collect your personal information directly from you. In certain cases, we 

may also obtain personal information from publicly accessible sources, such as industry 

associations or automotive industry supplier manuals. 

3. Suppliers 

 

4. We typically collect your personal information directly from you, from service providers 

engaged by us, or from publicly accessible sources, such as certificates available online 

or professional directories. 

 

5. Visitors 

 

6. We usually collect your personal information directly from you. Additionally, we may 

obtain your personal information through video surveillance systems located at our 

premises, such as entrances, fences, and facility areas. 

 

7. Interested Parties 

 

8. We generally collect your personal information directly from you. 
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9. Insurance 

 

We generally collect your personal information directly from you. We may also receive 

your personal information from insurance providers (for example, during claims 

settlement) and our internal Human Resources department (for example, employee 

insurance details). 

13. Obligation to provide personal information 

If you wish to enter into a contract with us, you must provide the personal information 

necessary for the conclusion, performance, and termination of that contract, or 

information we are legally obligated to collect. If you fail to provide such necessary 

information, we may not be able to establish a contractual relationship with you or provide 

the related services. 

14. Automated decision making and profiling 

 

“Automated decision-making” refers to decisions made solely by automated means 

without human intervention. In principle, we do not engage in automated decision-making 

regarding your personal information. Should we use automated decision-making in 

exceptional cases, we will explicitly inform you as required under the PIPL and obtain your 

prior consent where legally necessary. 

 

“Profiling” refers to the automated processing of personal information to analyze or predict 

an individual’s performance, economic status, health, personal preferences, interests, 

creditworthiness, behavior patterns, location, or movements. We generally do not engage 

in profiling activities. If we intend to conduct profiling in specific circumstances, we will 

explicitly inform you as required under the PIPL and obtain your prior consent where 

legally necessary. 

 

 

*** 

 

The English translation of this document is provided for ease of understanding only. In the event of a difference 

in interpretation between the Chinese and English texts, the Chinese version shall prevail. 

 


